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(54) SYSTEM FOR MANAGING DEVICE SECURITY 



(57)Abstract: 

PROBLEM TO BE SOLVED: To enable a scrupulous 
control about the operation of a device needing security 
management such as copying a confidential document. 
SOLUTION: A user is made to carry a RFID and a RFID 
is also attached to the confidential document. A copying 
machine 300 is provided with a reader/ writer 303 to 
read the FRID of the document set in the platen and the 
FRID of the user in front of the machine 300. The 
machine 300 is controlled so as to be able to copy the 
document only when the access right of the user read 
from the FRID of the user is higher than the confidential 
level of the document read the FRID of the document on 
the platen. 
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ffiria*ffe$^E(oift<5ltci5(tiE)tL. RF I Dtiift^ffo 

i-6RF I Diift^^^. 

flftlBRF I Diift^©"t?2a±ORF I D^^bHSWi^ 

ffJI5Jpj;e^©tt. SMl2*flfe^Btc-fe5' h$ti,y^*r*ifen;i 

rj5S^^-rSRF I D75^b^i#L]tir^^ y^^^tt 
fEI^^^(t$r^Si-5;5>S^;!i^^4^J^i-^ r t ^rl^at-t- 
stjfaiNj;e#^ti. tt]^d.m^\c-^^y h^titiWM\cmu 

$*LTV>6RF I D;!>>^^^#LyS:-fe:^:=L y T^^lfS^, 

^-if(^RF I Dti^hm^vti-^^z^i}7'^{nnt(om 

ttii^Z^ wOgJtJEfC^— ifcORF I D^ir-;/ 



■3-"-1f;f5*}S^Lfc^HS:3-— ifORF I Dt^m^\zm^ 
.SiSr i:OX-t5J:pfc. tfII£l^.iffi(^>RF I DSr^tfsp 

[is*3S 7 1 MffiR F I Diift^^ii. m^m^z^ y 
10 ^$i^^igSi«c:mD$tbfcRF I i>^m^m.^tiit><om 

^xfc®-<Dy-y^^i. 

5 r t $rii#a t -r 5fs*is 4 lasgeos^E-t ^ y 

8 ] fJiaff pl^f+t*. SaiGR F I Diift^^ 

-eiei^tciiftL^RF I rxD^t. ^i^h^^(r>RF i 

20 miaw^^^fi, taiERF I r>mm^mx-mmzm^\^ 
ft 1 i^ji±<oR F I xxommK tftisfiF^*i*^«j£i-5 

[ft 9 1 WfSR F I Diifi^^li. 

•fe ^ y 7" >f =1 p]-^/^ ^ ^:^-r x'?^' 

ifS^^A/fc4#^RF I D^, ir^^ y -7^^ u^/K7> 
tS«^^//^^^;£IS05ii»<^RF I Di:l^^i;i|ft;^Sio 
tz^^. MI2#^RF I DlC^LT^ISilSORF I D 

30 «lia®<?5Sgg-lr:^r;i. yx^l^Sv^^^T^i'.o- 
[000 1] 
40 10 0 0 2] 

m^(D^m} mmx^nm^. xm±\z r«sj ^ti 
thfimTj^^tixis*). ^-if\t^<o^7jk^^x^<Dxm 

[0 0 0 3] -^tz. ^^—^iZ^^(Dftib\zm^^^^ 
u > i: I ^ 9 g*-C-li-fe =^ :=L y 7^ t e> L T t ^ 
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[0 0 0 4] ^/c. A6^SM«c|go]t*^^ LT. 

[00051 t.tii&^xn. m^xm^s ^^^i^^*^ 

-^(Dm^m\t'^^^m<oR^&^^mi^^<DX\ 
^a^t^^s^ Lie < I w Vij^ ^^otzm^xmnm^ 

[0 0 0 61 L7l-L>:c;55(b, ^< Ht^T'^/.^ ^ C i: J; 
[0 0 0 71 

[0 0 0 8] ^^-l^\zm^:^^>^^^^ti'^^:^^ 

[0 0 0 91 K-^v^tcii^l^^^rtT^^^fl. =3 
[0 0 10] *fc. ^^*:^c§tc#^^>'^$:^v^^:^^ 

[001 11 z(Dx^\cv^^<Dm^s:^(Dm^<Dwm^ 
^xnt>thx\^^^ii>. ^titdi^xit^+^^^jim'k'^. ^ 
(0 0 121 ^^m\tz<DXoWam\z&jf.fj:^tiiti^ 50 



[0 0 13] 

:^^m\zgh^mm:'^^=^\)7'^'smi^^T^it. *t 
^mm<D^±^zi.v7'^W}f^^^m'i-^->:^7'M.x^^ 

X. Wltd.M^mmi<oi5:m\zWtn^fv^ RFlD^iift^ 
^t#-rSRF I Dilfl^^<i:. StfiaRF I Diim^^T- 

[0 0 14] r(Oi^^7^Ajcj:tt«. *Mfei?ga(cBiipS 

ms»<oRF I D(Dmmzm^^^(Dmm(oW}mmmx 

^^(OX\ ^tbmf)^tj:ir^=^V'r^'§mi:)-'^mizf£^, 

[0 0 151 ^^^mcot^m^j^mmx^-Xs gftisfiF^^i^ 
fi. ta?si?-fede-^y7^w'ibf^<^?»*4^<^>ir^^y7^-f 

t<DmmmmKi:^m^\zwi^m±^^v/r^W}i^<om 

I2^^^^®;c-fe:';/ h:^thtLMm^\zmu^tltiRF I D 
?5i*b^t#Uyhir:^^y7^^ff^^. ■=^-1f2)S^^-r6R 
F I D75^P>^^#LyS:^r^E^^y 7^>f(S«t75>(b. ^>«r<o-t 

[0 0 161 :i(OmmXi-i,..mir^z^]}y'^W}f^(OMm 

\zt^tzm^. m^if^M»mm\znji:>\.. m^:scw<o 
m^W}m-m'^^=^vy'^W}mz^ m^:x^r-^(Dn^ 
mz^ ,^ti^tiMJt^^^. ^<Dmm\z^tm^ nm^t 

m\zmmx^^o 

[0 0 171 S'jco»iSncSg«r*«t. gfiiafiF^^ftn. ffi 

lERF I Diift^S-e(5l^|CjifILfcRF lD<D^t. 

sfiia^ir:¥^y7"^i!jf^^i^^i-6^§'&^s^Ly^c 
*f4=-efef9. H5ia*jj^^^ii. gftiSRF I omm^^x 
mmzm^\^fti^:i±(DRF i ucommK siiiafi^^* 

[0 0 181 C<Ofii^T-{i. 0iJx.J^1S^AT-t§i:oftffi 

f^^ntmn &ti^m^^jituzi,-m(DS't^=^vy'^m 
fiF<omm'^'^m\zfj: d . -A^mmmmzm^^^-t^ 
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[00191 i^ft%i\(Ditfm^j:mmx*n. biHsr f i dh 

COR F I D<?0-fe^^ y u-</u^f+-^-r5o 
10 0 2 01 I^^rf i Dt0f^»(7>ii 

^CORF I Di:$:»5»^f5l^(CRF I Dilft^SOiift® 
HP^ICA*L6fcttT\ ii^ORF I DCO-fe^n. y T^-ftf 
n^^<OW&RF I DlC^f— -C-#5<7)-C% Ail^l=S 

[00 2 1] 

[0 0 2 21 ^mm^m'Q\,^. t^z^V'r^mm<Dtzi^ 
\ZRF I D (Radio Frequency Identification) ^ffil^ 

So rfidh. #^s«KStM<07^-^#^y r-cfc 

0. tatiffl^O I C^';/>^i:iiftffi^OTV7^^^$r^^^^-t- 
^flTV^So IEtt^a<7)/J>^l/>RF I Dfi 
y-i:l^(itt5:ii:fcfe«»o RF I Dli^cDiift*^ 

Ms -^^^o^mtmttix^^^^o ^mmnm&(D»^ 

mm^mmi.tiij<DX\ ^(ommmm^t^^vxh^o 
&mmnm&<owLmm^^^mm\^tLh(ox\ ^<ommm 

^^^mmi.t:i,cOX\ •ecOiim^{i30cm75>b70aD< h 

fe5o '^>c^^&m(oic^—hi±wi^ti.xwM^m 
*s»ii-cfe5o *:ii2SJg«i-e(i. i^mmTsm-^^ ^ 

[00 2 31 12 1 tC^-r J: 0 *|ISSJF^fi§<Dv'>^7^-£. 

11, -o<o«as^i oortic«^$tt5o m^mm<on 



*i:/x6^^:ft:^Jl§ffll O 8l^{^l^$^^T^.^5o El 2 
t;i^-rJ: pi-. «^5CS2 0 otcti, RFID201355 
lAf^^ixri^So Sfi8i 0 8 i:is^«i o eni^i:®^ 
^1 0 of^tcfoo. ^<7)A«9 Pliy — ^ • ^ 1 0 3. 

coov^yc Kr 10 TT'^^HXl/^-Sa 

[0 0 2 4] y — ^ • VT 1 O 7 (0^^ti\^ 

T*/ji<. ia¥«l 0 6i:S«Sl O 8 t^Jt e>i^TV^e 

(y_y. ^^^1 0 2S:TJ^y-i5^- ^-r^l 0 9) « 
#y — • ^-Y^ 1 0 2. 1 0 3, 1 0 9»i, -fe=3^r3. y 
10 -r^^SSSEi 0 4(cigiK$ixTi/^6. -fe=3^:x y-r^rS 

5o y-^ • ^-r^J^tOiiffSItg^jreilSF^JCRF I D;55fe 

20 =^^y7^wl=S3S®l 0 4*c:3Sffr'5„ 

[0 0 2 5] El2l::7i^-r<t »f2 0 2H, R 

F I D2 0 3$:^«-r-5t><Oii-So t>U. RFID2 
0 3 ^ig^L3^^V^3.-if;iiS^^:A:*S:}^*>W'^: 3 tSo 
Tt, y-i/- ^-f ^ 1 0 S-C^^/jTRF I D2 O 3Sr 
^^UJ^cCV^ISSijj-t:^^ y WHJIEl 0 4I± KT 1 0 

OrtJwAtt/.CV\ ^fc^tiftjfeRF I D$r^^i-53.-if 
Xh. ^^rSt^iOir^.xyT^H' L--<yu$:®J£L/^v^#755 
«*:iCS5:«35^1 0 0*>bi^'^ta^9 
30 ^ yT^-r'ffSS^Bi 0 4llKr 1 o 7$:ra;5]^*v>J:9Jc: 
i-5o t^5A/. A^-r5®-g^lCt>^^-r5RF I D(D 
-fe:^^ yxw u^/w^^3i3^^ LT Kr<OBiB!Srffp<t 

[0 0 2 6] /j:*3, y-^- 7-<^llii«. RF IDi: 

W&xmt^hr:yr'±t. ^(DT^y'-rxmm^^W 

- 7^ ^(OT^y-r^ *Jia!fl5/j:^i:lH:33'JUrS< wirJi 

[0 0 2 7] is^^i 0 eic^tjfi-Jtbixyiy-^- 7 
>f ^10211. IS^cofca^td-feT';/ h$tL^«^:ic§OR 
F I D 2 0 1 i:^— if OR F I D 2 0 3 ^HSWiClBlfiSp 

[0 0 2 81 y — • 7>f ^ 1 0 20r>-7'-:htl, 1^3 

(a) tc^-r<t^t-, is^«3 0 oic^oi^T, 

SI?.««:}f $xS*^<-3 O 2«cSi?)j&*nrv^6o El 
3 (b) It. 1S^^3 0 OcO;^x<— 3 0 40}f $XL{iJ<0 
®tcy— • ^^^^(^^^(OJf^ (3£JF^) cor^x-^3 0 5 
so ^WLVitL^^Tf^-^r. 3.— !fri, J[^^^«lt®3 0 1±IC 
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2±lC. S5)^CDRF I D2 O 3^S<o 'ti>t. 

• 7>f ^ 1 O 2I±. 1S^ffiJiOj^.8[lCBlOf*Jtf>tvfcR 

FIDi:. 3 0 2±co^— ifRF I Diriift (® 

'^^zz.^y'r ^m^^m.\ 0 411, tfcORF I D;5^^ 

(i-?i:t>*)^— lf RF I Do-fe^^ y 

1 0 6(c^tUT^S^$:l^«rb/^l.\ -r**5*>. ««f^l 10 

10 0 2 91 ^^e:S:^CDRF I D^:3L— f=(7)RF i x^t^ 

Jl. RF I DCDSW^T) I D#^4 0 1 irir^zi. y v"^ U 
^/U4 0 275>e>nic'9i:ort/^5o ID#-^4 0 1;5^ ^ 

(ORF I DjasifiM^ttfc:^:^, fe-5v^^i^(;9RF i 
i8»-r63L— r(?52SiMfa^3^j:-5o -fe^^ri. y 7^^tf» 20 

^l-gi^p5<oii:::<^2o(7>7^— :^/j:coT% n::T'«i-en 

[0 0 3 0] -tr:^;!. y u-</u4 0 2ii, 

J^— -tfORF I DcD-t^3. y -7^^ U^yU4 0 2 Jl. 
if ;55St&Srl^ $ 4x-Ct/ > sails coSl^g^Sr^-r^mr-^ 
5o Lyh*5o"C. tfORF I DCOir^zi. y 7^-< 

^^3&^ :ft:S<oR F I Dco-fe:^3. y x-f u^/ujEJi±-c?tv^ 30 
y ^^/^;55K"c, y*(o-fe:3ir3L y u^/I'jssm 

So 

[003 1] R F I D§:ffiV^^1S^l^S<6crn-fe;^^0 
5(C:^-ro (1I5(7):7U— hit, l^^gggi 0 4<0 

n«:Stt/::l=^ai© l 0 4 li. 1 0 6 y -1/ • 

7-f ^ 1 0 2ic*rLr. !SPpm^&t(75^^^ai5 
yT'looDo wO^^^sit^y-^- 7>r^ 1 0 

0 l\zm,fi^iXtim^X9(DRF I Dt^^<—3 0 2<0± 

c^^T^s^T/i 0 0 2) o *s«:K355SiJtnj^ y 

— ^ • ^ 1 0 275^e>, RF I DOir^oLyT^-ftiJe 



8 

^-ti^^SlIf^^o|^^;55^;t^b^^/J^v^(OX^ S^^i 0 6 
fHS^Jlffh>-r. ^S^ffi^J^jr-So 1^ 
H^S 10 411, •^rtOJS^i^coir:^^ y 

#^ti:«!i-5 (J^T^ixz/l 0 0 3) o t> L^— if co-fer:2^ 
^ y X ^ :fi:^cD-fc ^zi^vy^^ i^^^i^^mx^fh 

Ji, ^7"i/>^l O 0 36045j3t^m;i5s^^ (N) tfj:^^ 

y-r^ u-</i-j^±-cfenf^, 0 0 4iw{;i^ 

«9 . t^ss^s 10 4 tiig^ts 1 0 6 iw*f i^xm^Wiim 
-^^^^m^o rttic J; I? . 10 6 nm^mm'^ 

00 ^^tmf^ti\t. ws3^^®io4n. ^xj^. m'^Wi 

[0 0 3 2] ^J.±.<DXotmmc^y) . Wi^'X^(Di&^ 

[0 0 3 3] ^ft. 5^^fflff^^C7)v^^7"^T?{l, 

^BM-Cfe6o CO:^'^^, l^SS^®10 4{c, ff^^<4^$: 
://^(O0iJ^7j^LTV>5o X — Z/yl- (a) TMl, 

1 0 4fi. 1g^«l 0 6<oy— y • ^ 1 0 275>?>5S 

*^(0^§^li, RF I Dtcfl I D#-^com^co;^255^^ 
(ia4 0€fiJi:tt:«) o 

[0034] E16(0 (b) (Ot^— ^^/Hl, :$C§60ir^3. 

S10 4H, ' ^ 1 0 2fi^h^\~^WL^tiX% 

(Dir^z^Vy^^ u^/KOt^^^^—- tf(^ I D#-^cot3^ 

[0035] m6(D (c) cox— ://uji, ^:S:Sr^ 
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[0 0 3 6] 1 0 4li, ccoj: p/j^T^— y/ut 

So ^9-c>:^ttttfi. l^SiSEi o 4»i{5Tt>-i!:'r. ^<^:) 
[0 0 3 7 1 -o<Z>**i: L-Cli. 1g^355-i5itf ^^ns 

<07K^>S:if-rffil-. :S:$i::M^$nfcRF i T>t=^— 

[0038] /j:^b\ :»?BS:S^»l^i-5Stt9 1 o 8 (cH 
t y-y . ^-r^ 1 0 9^^tt. ir^^yT^^^ts^s 

as^^^-c-So -r?'^*:*^. y— 1 0 9r-#ss 

1 0 8(Oai3l»-3l5yi:^— IfcORF I DO I DS-§-^m"J 

1 os^mnti=^—^<o I DSri=^i^® 1 0 4r-ias-r 

Sr^tT#6o :^fcM{Cfi. Sffll 0 8;!i>fj^-if7J5 
ffij>9m^9 i: Lfc:i:S<oRF I D^y — y • ^-f^ i o 

^ 0 t uyb^— if (7)ir^rrr y u^/^^I^jIE 
[00391 r(Oi;5tc. :*:^t£ff^^g-e{i. ^^-iSlSco 
[0 0 4 01 [^iSJi^ffi2] ::<75.l|JSJF^pi, IS^^l^S 

ic*>»t53^— r R F I D<b^fitcBa-i^5 t><^T-fe 0 . if 

[0 04 11 2(c3|JSJ!^fi§x-f^. HI 7 {c:^-r J: 5 
filsoo (±a5^igo;^iii^) toy— 7^t5^(7)r:/ 
7^-^5 0 2 S:. mmy^—^soi<r>mMii^»mzmm 

0 2li. '7H-yT^(DWM^^^>'eLm:(0^^^^y< 
— 1-6J:9JcK*)f+Jt-5o !f<^RF I Dii. — 
^5 0 i<osnm{cw:ifhfitim^5 0 3{zm^xi,h 

[0 0 4 21 ■r/jit>*>, s«j<^5rv7^-^-iEEfc ur. s«t 



10 

-g^j.— t^-(ORF I Dti. :7-<— 0 1 0=1—^—^5 JJ" 

5 0 4<7>±^c®v^Tt>b9^p;c•r^^t^J:^^ wCOS-g^ 

[0 0 4 31 *:|lliSJi^flg(D-fe^rr y-rwl^H^Sli. m 

10 oi-6l^8S7-r-^5 0 1 -fe:^^y7^-f 
l^SSSEi 0 4»i::o,^.cogaigbySi^J®$:tT9o 

[00441 -r/j:*9^>. 1g^^<?5^Jffl!#t^Ji1S:i:;5S-ft 
tT*9*LSri:Jc«^^Jh4^ffitcyiri/ h-f^^o -^LT. 

:$t^^:7>i'— KLTl^^^fSiS^d. ^co:$c^coRF I D 

So 

[004 51 :i o^go^HlJ^i. El 5 (c^ L/cUffiff^^ 

30 [0 0 4 61 :i<D||J6Jgffi«cJ:ttJ^. «JS<oS:»$:. % 
[0 0 4 71 CKiSff^fii3] z<r>'mmm\%. 

r-*> 0 , fs*« 6^7 tcgi-rso 
[00481 m^wm 1 ^^0^2 x-ii. If ti^^-rs 

[0 0 4 91 :5c§^Ktfy-i5^- 
AO (Tjftfefc, 3.— iffflcD^-oy-ij^- 7>r^«r. m?L^m 
'^(D^mm\zWi^i^\f^t^^^i>(DX'^^o :$c^m<r> 

[0 0 5 01 mz.<D:^^Xit. yu— y^rVT^-^SrtS^^ 
50 <^fift3Dlcf^»tS, /u— :/r:^7""Miii^-t<^flfIi:S^»w 
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Ji^mLT^/^5^^■X?, ;iHi-tt btt-S n — 7— coSP 

[00 5 1) ^HtDife-^fi, yu— :/rv7^^<7)— ocDiS 

—Sf^Oig^-r-SRF I D «OT>7'^) tc5ptf-C*>tt 
f^. ^— 1f<^RF I D(D/hT>'7^^tcr>v=-:f-d^^< S 

ji^iS^i-^RF I Dji^ii: (-i-75^e>o«9TJf sn^if) T* 

0. ^mitmmz:x9<r>RF i D;55Si^«c< </jis, 

:StS2X*-t^RF I D7J5Rj?)5Ci:«c:/j:s„ 0^ 

li, RF I D 1 1 0 i tm^mfhtitc:$cmi i o 5755. 
h$tt6«^i 1 0 0(OlS^®jc:J:oTa5£$ti 

104 (RFID110 2) {cm[^'t^mm,mt<om(r> 

9 0 ffi<D«Sffl 110 3 (Otj:ti^X. X^ S ^ft 4 5 

[0 0 5 2] z<Dmmm\zxn^:£^ — :><Dv-y'9 
[0 0 5 3] mmmm^:! r<oiiiigji$98fii»*«8jc 

[0 0 5 4] Ail£t3l=^i^^7^i^T-li. -A<^^ 



$:S*i-5o y • 7>f ^fiRF I DcO-fe 

ft^^. m:^(owm'r-'^ - ^—^^mmi^xm^i.^ je 

10 [0 0 55] r #«(c:jKt&/j:l=3i*-^-efo 

•9. m^\zX'oxitm^'r€x^mcfj:^:ith^^. 

i^oxtho^j: t*(DM^%:rr o:it tS^^v ^ 

A<7)x^^O I D:;?7~ K^I^^Oir^zL yv'^iJ'yT^:^ 

20 10 0 5 6] ^fc, AiI^l=S3^BT-fi. —A 

-K^J^fc/j:<Xt. ;<;-M5i^oTi^SA;45Kr$:g3 
*tSw i:icJ:or|5lfT#<^A^;55prtg-c*>5o 
wCO^-g^t, ^^^<c;«7-K$r}^ofc#^(OA K-^ 

[0 0 5 7] m^m(DM\^^um\t. -m^^imT 

ffl#cD(t^SJc:J;oXA^Sr^«6lci-^r ir 

. ^^iJfiEi4^fe5mS*T-f^a:LytAiI^^SS:tT9o 
[0 0 5 8] :l<dXo\z^ 2AW±V^tt«^-fe=^aL 

y 7^ ^ co(^iiE^5/.c $ nxh^mm^^fj: ^ti^m\t.i > < o 
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